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For too long, proxy providers have operated in the shadows, trying not to call too much
attention to their business practices. Rayobyte is trying to do things differently. With the
publication of this document, we hope to provide a full and transparent accounting of our
three-pronged approach to fighting abuse - the first published by any provider in our
industry.

For our customers, we hope reading this will give you confidence that you are working with
an ethical company that takes these things seriously. For anyone whose sites are
accessed by Rayobyte, you can have the utmost confidence that we are keeping your
safety top of mind. For other proxy providers, new proxy providers and resellers, we hope
you will adopt these practices yourself (or share better ones!) to take care of potential
abuse on your network.

This whitepaper will cover:

e The challenge of internet resource abuse in the 2020s

» Rayobyte’s three-pronged approach to fighting abuse

« How we detect, prevent, and respond to abuse concerns

o The difference between fighting abuse of data center and residential proxy resources
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The Challenge of Internet Abuse

The Impossibility of Total Prevention

In the modern digital era, the Internet provides unparalleled opportunities for businesses
and individuals to connect, discover, share, and exchange information. However, these
opportunities naturally bring challenges that pose a threat to the intended good.

To a certain extent, the abuse of internet resources is inevitable. Giants like Google,
Amazon, and Microsoft, with their extensive resources and advanced technologies, still
encounter instances where their systems are manipulated or exploited:

e Google Cloud published a document in 2021 that showed their resources were being
compromised by hackers and used to host malware, launch DDoS bots, send spam, and
conduct large-scale cryptocurrency mining without device owners’ awareness.

e Amazon Web Services (AWS) had an Elastic IP Transfer feature that made its IPs very
easy to take control of and abuse for phishing, DDoS, and data theft, leading to some
siteowners blocking AWS |IP addresses entirely from their services.

e Microsoft’'s Remote Desktop Protocol (RDP) allowed hackers to augment the impact of
Distributed Denial of Service (DDoS) attacks. By exploiting the vulnerabilities of RDP,
attackers could enlist a large number of compromised systems to overwhelm specific
targets, highlighting the evolving tactics used in cyber assaults.

These scenarios illustrate a critical truth in the digital landscape: it is impossible to
completely eliminate the abuse of IP addresses and internet resources. This reality does
not stem from a lack of effort or innovation but rather from the inherent, ever-evolving
complexity of the internet and its users.

Technological efforts to prevent abuse have made great strides in the decade since
Rayobyte’s founding, but they will never be perfect. As Douglas Adams memorably wrote,
“The major difference between a thing that might go wrong and a thing that cannot
possibly go wrong is that when a thing that cannot possibly go wrong goes wrong, it
usually turns out to be impossible to get at and repair.

We make this point not to exonerate proxy providers like ourselves of all responsibility. We
understand that our role as a proxy IP address provider places us at a critical juncture in
the fight against digital abuse. But our approach is rooted in the understanding that while
the proxy industry has made significant strides in reducing the incidence and impact of
internet abuse, prevention is only part of the solution.


https://thehackernews.com/2021/11/hackers-using-compromised-google-cloud.html
https://www.darkreading.com/cloud-security/aws-elastic-ip-transfer-feature-cyberattackers-free-range
https://github.com/corbanworks/aws-blocker
https://arstechnica.com/information-technology/2021/01/ddosers-are-abusing-microsoft-rdp-to-make-attacks-more-powerful/
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